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Disclaimer

the views, thoughts and opinions
expressed in this presentation are
those of its author, and do not
necessarily reflect those of the
Central Bank of Brazil or its members
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What is Open Banking?
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What is Open Banking?

“Open Banking is a movement ‘bridging two
worlds’, i.e. making it possible for customers
to use their banking service in the context of
other (fintech) services, thereby, combining N\
innovative functionalities from banks and non- ‘
banks with reach through infrastructure. '
CV)

Functionally Open Banking is about how
banks share their own products (i.e. services,

functionality and data) and how they enable cimsa At ien Eurking forbatks
their customers to share their data and riomatenteper
account functionality with third party (e.g. Sl o e A
fintech) applications in a secure and resilient
fashion.”
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Central Bank of Braazil

Main drivers

— following international developments
on this particular topic (e.g. BIS

competition workstream on open banking)

and — monitoring market trends

SPENE — assessing the impact of the recently
market effICIency enacted General Data Protection

Legislation - Law 13,709/2018

compatible with
BCB's mandates
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Data Protection Legislation — Why is it important?

responds to seismic shift in global attitude concerning data privacy
sets clear responsibilities of data controllers and processors
grants public knowledge concerning data breaches

levels the playing field for all market participants

empowers consumers, improving
their mobility and choice

helps ensure a frictionless consumer
experience, while improving market
confidence



https://www.google.com.br/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjP1Nvt2J_LAhUDiJAKHSrKCBwQjRwIBw&url=https://na.theiia.org/about-us/about-ia/Pages/About-the-Profession.aspx&psig=AFQjCNGwzekOwjWPu3xzgy1DZFGF_hprQw&ust=1456928667401951
https://www.google.com.br/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjP1Nvt2J_LAhUDiJAKHSrKCBwQjRwIBw&url=https://na.theiia.org/about-us/about-ia/Pages/About-the-Profession.aspx&psig=AFQjCNGwzekOwjWPu3xzgy1DZFGF_hprQw&ust=1456928667401951

Data Protection Legislation — The Brazilian Experience

Presidéncia da Republica
Casa Civil
Subchefia para Assuntos Juridicos

Law 13,709/2018 @ a glance

LLEI N*12.7049, DE 14 DE AGOSTO DE 2048,
Mensggem de velg

Vigtncia

Dzl sobre a profecio de dados pessoais = aliera a Lei
n* 12965, de 22 de abril de 2014 (Maroo Civil da inemed).

— scope

O PRESIDENTE DA REPUBLIGA Fago saber que o Congressa Madonal decreta e eu sanciona a seguinte Let

caFtTuLa |
DeSFASICOES FRELIMINARES

Mgt 1% Esta Lei disple sobee o tralamenio de dados pessoais, nclusive nos mesios digiais, por pessoa nalural ou
jpar pessoa uridica de direste plblico ou pivada, com o objetivo de proteger os dinefics lundamentais de liberdade & de
privacidade & o |vme dessrvohamenio da personal dade da pessca natural.

— objective

|+ o respefio 3 privacidade;

I+ a aviodeierminacdo imformaiva;

— previous experience

Il = aliberdade de expressha, de ndormacdo, de comunicaglo e de opinida;
I - a imiclabildade da intimidsde, da honra & da Fmagem;
W - o desenvoimento scondmico & iecnologion & a novagio;

- -
V1.3 e icania, e concannc o 3 dlesa o consumidor — main influences

Wl : os direfios humanos, o live desenvolimenio da personalidade, a dignidade e o exercicio da cidadania pelas
pESS0as NaturEs.

At 3 Esia Lei aplica-se a qualquer operagso de Fatamenio realizada por pessoa natural ou por pessoa juridica
de direfio pdilioo ou privado, independeniemente do meio, do pals de sua sede ou do pals onde estejam localizados os
dados, desde que:

— supervisory authority

| - & operaglio de ratamenio seja realzada no ferritono nacional

Il - a afvidade de tratamenio jenha por obieivo a ofeda ou o formeomenio de bens ou servicos ou o ralamenio de
dados de indwiduos localizados no lemfidng naconal;

Il - s dados pessoais objelo do tratamenio tenham sido coletados no fermiténo nacional

— commencement date

§ 1* Consideram-se coktados no Semtono nacional 05 dados pessoais cujo Shular nele Se SNCONYE MO MOMEnto
da ocoleta

§2* Bxcetua-se o disposio no inciso | deste artigo o tratamento de dados: previsio no inciso NV do capt do an. 4*
[: =108

At 4* Esta Lei o se aplica 30 tratamenta de dados pessoais
| - realzado por pessca nafural para fins exclusvamente particulares e ndo econdmioos;

Il - reakzado para fins exdusramente:
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Data Protection — ABC

Main definitions - Law 13,709/2018

— personal data / sensitive data
— processing / consent

— data controllers

— data ownership

— data minimisation

— right of information

— right to be forgotten

— data portability
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Data Protection — Proper Consent

Data Subject Consent - Law 13,709/2018

- freely  given, informed and unambiguous
pronouncement by data subjects to the processing of
their data for a specific purpose

— provided in writing or by other means that attests the
manifestation of the will of the data subject

« (if provided in writing,) presented separately from other
contractual clauses

» Dburden of proof solely on the data controller

« entails specific, defined purposes; generic authorizations
to be considered null

* revoked at any time by data subject’'s request, through
free and facilitated procedures
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Data Protection — Proper Consent

Experience from other jurisdictions

ARTICLE 29 DATA PROTECTION WORKING PARTY i-.}
— European Union e
« freely given P
Aot R 1k A 0 el 2018
= cannot be bundled up as a non-negotiable
part of terms and conditions W ORKING PAKEY ON THE PROFECTION OF INDIVIDUALS SiTH REGARD

T THE

PROCESSING OF PERSONAL DATA

u d ata S u bj ect S h O u Id be ab I e to refuse Or setup by Directive 95486/ EC of the European Parkisnsent and of the Comncil of 24 October 1995
withdraw their consent without any negative b et Al 20 2 30 e
consequences (e.g. no additional costs) B

= cannot tie the performance of contracts on
obtaining data subject’s consent

= no risk of deception, coercion or significant
adverse Consequences by B i e et b ki 30 o STAGRE e e 152 o s

Thes nacewisrsi i peovided Sy Cimciorsis C [Fundarsnisl Fighta and Union Clissrahip) of i Curcpass Corwmmsion, Direciorsis
Gansm Arsce, 01043 Brumssis, Degiun, Ccs Mo MOS8 08013

= granularity on processing operations
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Data Protection — Proper Consent

Experience from other jurisdictions

e,
ARTICLE 29 DATA PROTECTION WORKING PARTY {'}

— European Union e

« specific e e s L

Adepted sn X8 November 2017
As last Revised amd Adoepted sn 10 April 2008

= purpose limitation

THE WORKING PARTY ON THE FROTECTION OF INDIVIDUALS WITH REGARD
Ty THE

= granularity in consent requests

PROCESSING OF PERSONAL DATA

set up by Directive 9536 EC of the Europesn Parkiznsent and of the Commcil of 24 October 1995

= clear separation from other matters bt gt Al 9 20

having regand bo its Rules of Procedure.

HAS ADDFTED THE FRESENT GUIDELINES:

* informed
= transparent and accessible information

=  minimum content for consent to be informed

Thin Westing Pty was i uz ursier Aricla 50 of Discive 354UEC. H & o indepansisni Euscpasn ssesasy Sady or dem seaiscion
i privacy. Bn sk arw deacsied in Arice 30 of Direcive S34EEC and Arichs 15 of Cinciive J33S8EC

Thes nacewisrsi i peovided Sy Cimciorsis C [Fundarsnisl Fighta and Union Clissrahip) of i Curcpass Corwmmsion, Direciorsis
Gansm Arsce, 01043 Brumssis, Degiun, Ccs Mo MOS8 08013

» how to provide information o
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Data Protection — Proper Consent

Experience from other jurisdictions

2
£ '\CCC
AUSTRALIAN CONPETITION
A CONSUMER COMMISSION

— Australia (CDR’s public consultation)
» principles
= unbundled with other permissions
= must not rely on default settings or silence
= concise and easy to understand process Consumer Data Right Rules

= freely given, express, informed, specific, time Framework
limited and easily withdrawn

* envisaged rules
*  minimum information to be provided

= use of easy to understand language

= focus on presentation aspects and consumer
comprehension testing
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Data Protection — Proper Consent

Experience from other jurisdictions

— Japan (Review Committee on Open APIs)

* (on internet-based transactions,) employ a
display method and screen configuration
that assists users give adequate consent

Report of Review Commuittee on Open APIs:
Promoting Open Innovation

« (when providing services,) a list of minimum
information to be provided to consumer, in
order to obtain their consent

e attention points concerning the roles of sy 13 2017

Review Commuittee on Open APIs

banks and 3rd parties, in order to prevent Gectnt apsnens B Ameition (BA)
consumer misunderstanding
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Data Protection — Proper Consent

Experience from other jurisdictions

2018

- World Bank/CGAP’s recommendation
* tiered consent

« consent to be given in any format convenient
to the consumer

* revocation of consent should be made as

easy as it is to provide consent Dok Fratestiomane Frlvery

for Alternative Data

) expiry date for Consents (vEPFlfCPL:SUBGROUPDISCUSS!ONPAPERDRAFTMAVAZOIB
« opt-in, rather than opt-out, consent

* record evidence of consent provided L d-nl S s (CCAP
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